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Crypto wars

Export controls Clipper chip Dual_EC_DRBG Apple iPhone 
encryption

• Should the government be able to read private communications?
• Do corporations have a duty to collect information?



An Internet of StatesFIRST: The Forum of Incident Response and Security Teams



An Internet of States

Capacity building
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Providing external expertise
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Training and education
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An Internet of States Source: Joseph S. Nye, Jr. – The Regime Complex for Managing Global Cyber Activities
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Incidents

• Fastly sees a variety of events that could classify as an incident
– Distributed Denial of Service attacks
– Critical security vulnerabilities
– Software bugs
– Upstream network outages
– Datacenter failures
– Third Party service provider events
– “Operator Error”
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States

• Borders
• Law
• Ability to engage with other states
• Max Weber’s “Monopoly on violence”
• States typically provide at least some services to their population
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An Internet of States Source: Fox-IT – Black Tulip: Investigation into DigiNotar 
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DigiNotar
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DigiNotar
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Dyn  DDoS

Source: Level3 Dyn DDoS outage map
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States, revisited

• Borders ?
• Law 
• Ability to engage with other states 
• Max Weber’s “Monopoly on violence” 
• States typically provide at least some services to their population 
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In comes the internet

Source: Phrack – The Mentor, “Hacker’s Manifesto”
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In comes the internet

Source: Google Data – World Bank – Internet adoption rates
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• Different perspectives
– National security
– Social concerns
– Economic impact

• No consistent legal framework
• Lack of clear attribution
• Lack of clear intent
• Lack of trust between governments

A history of issues
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• Council of Europe
• International treaty to harmonize national laws
• Adopted in November of 2001, with 52 states ratified so far
• Supports international law enforcement cooperation

Budapest convention

https://www.coe.int/en/web/cybercrime/-/andorra-ratified-the-budapest-co
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“Talinn Manual”

• Born out of 2007 Estonia cyber attacks
• Analysis of how existing law applies to cyberspace
• Cyber events incur rights and obligations on behalf of countries

• First edition covered important operations that involved states defending 
themselves, or stepping beyond regular international relations

• Second edition adds legal analysis of more common incidents

NATO
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• “London Process”

• London: Set of principles for “governing behavior in cyberspace”
• Budapest: emerging issues, internet rights and security
• Seoul: increased representation from countries, 

“open and secure cyberspace”
• The Hague: greater representation from non-state actors
• New Delhi

• Outcomes include “Chair’s statement” and year specific goals

Global Conference on Cyberspace
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• Export control for dual use goods
• Includes intrusion and surveillance technologies
• Consensus
• Voluntary compliance

Wassenaar
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“Intrusion Software”–

Software specially designed or modified to avoid detection by ‘monitoring tools’, or to defeat ‘protective 
countermeasures’ of a computer or network capable device, and performing any of the following:

a. The extraction of data or information, from a computer or network capable device, or the modification of data of a 
system or user; or

b. The modification of the standard execution path of a program or process in order to allow the execution of externally 
provided instructions; or

Wassenaar
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• ASEAN: ASEAN Way, develop more predictable relationships
• SCO: proposed international code of conduct under the UN

– Focus on multilateral approach vs. multi-stakeholder
– Highlights ”sovereignty”

• Implications on technology provenance

Regional processes
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• Call for input from 2010 through 2016
– Countries can share their own projects and progress
– Flag issues they have that require international collaboration

• Government Group of Experts (UNGGE)

• International Telecommunications Union
– Build “confidence and security”
– Global Cybersecurity Agenda

• Internet Governance Forum

United Nations
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• Laws and treaties
– Signers accept roles and responsibilities
– Ability to be held liable

• Confidence Building Measures
– Opportunities for states to interact, often on a voluntary basis
– Enables growth of interaction and cooperation
– Developing shared approaches to problems

• Norms of behavior
– Developed in “norms melting pots”
– Confirmed and enforced through behaviors between groups of actors 
– You distinguish norms through other’s reaction when they are violated

What works?
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Norms development
Proposer Language Affected party

UNGGE States should not conduct or 
knowingly support activity to 
harm the information systems of 
another state’s security incident 
response teams and should not 
use their own teams for malicious 
international activity;

States

GCCS States should establish hotlines 
to enable de-escalation for major 
cyber- incidents and these should 
enjoy special protected status. 

States

Microsoft Global ICT Companies should 
issue patches to protect ICT 
users, regardless of the attacker 
and their motives

Global ICT companies
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Q&A

Questions?

Maarten Van Horenbeeck
maarten@fastly.com


